zelenka

User Management

. A

Programm'jngKnowledgLﬁe

£ ProgrammingKnowledge

,O\ codebind

Windows User Management



Introduction of Windows User Management Application

User Management in SCADA is a Complex Activity. Users of SCADA will need to have Windows Access to
Manage Users. Generally on SCADA PC, Windows is not accessible. What to do in that situation? Zelenka's
Windows User Management Application is a Standalone Application through which User Management can be
done without accessing Windows Environment. When ever User gets Created or Edited or Deleted or
Permissions of User are Modified, Application accesses Windows Registry and also keeps Audit Trail of the
Changes. This Application helpsin keeping Audit Log of the Changes.

. 3
a0 USER MANAGEMENT A @ X
t‘&’i Create New Group

R “ @ Mariogs Grouprs

E Application Settings

Salient Features:

e This Application can be easily integrated to SCADA

e User Management Application will update Windows Registry in Backend and also maintain Audit Trial of
the Application

e Audit Log can be stored in SQL Database Provided along with Application or We can insert directly into
Siemens Win CC Audit

e Incaseof Audit ReportinSQL, Application will generate the same.

e In Case of Siemens Win CC Audit Entries Insertion, separate Audit Report will have to be designed which
can be done using Zelenka Reporting Solution

e Manage Groups

e Creation of New Users Under Defined Groups along with Options of Password Change, Password Expiry
and Disabling Account etc.

e Management of existing Users

e SetPassword for Users

e Policy Settings with Various Options

* Application Settings Options

e Easyand Quick Management of Windows Users from SCADA Environment

* Cost Effective Solution

e Various Versions available with us which are Customizable and Scalable

e User Audits for Regulatory Industries

e Trainingand Support Provided

e License Based Pricing
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Policy Settings
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With Menu Shortcuts to All Sections
in the Application.

Manage Group
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Create New User

Groups will be displayed which can
be edited or deleted.
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Those who are working on IPC or
Screens with Limited Access to
Keyboard can use Application
Keyboard for their Working.
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Create New User #2 Croate New Group

GROUP NAME |Engineers ]
: (B} Manage Groups
USERNAME [Gokul Ugale

LOGINNAME Jgokul

COMMENTS [Newuseraddiion

User must change password on nextlogen

'!‘ Create New User

@ Manage Users
Policy Settings

[ Appiication Settings

User cannot change password

Password Never Expires [ Accountis disabled
|l Create User

User Creation under defined Group
with various settings. Users also will
be created in Windows Registry in
Background. Audit Train can be
maintained in Audit Table of Siemens
Win CC or in Application Database.
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Policy Settings
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ENFORCE PASSWORD HISTORY B

MAX PASSWORDAGE [42 @ Manage Groups

MIN PASSWORD AGE 0 °
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@ Manage Users

MIN PASSWORD LENGTH [0 Create New User

ACCOUNT LOCK DURATION (MIN) [0
RESET LOCKOUT COUNTER (MIN) [30
ACCOUNTLOCK THRESHOLD [0 Hv

B Polcy setiings
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Various Policy Settings can be
configured like Password History,
Min and Max Password Age,
Password Length etc.
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Setting]  Seting2  Add On Value

Company Name [Company Name will appear here @ Manage Groups

Header Note [Header Note will appear here

Footer Note [Footer Note will appear here .!‘ Create New User

Companylogo 100 pxx 50px DateTime Format*

Browse | ™ ddjmmfyyyy HHmn's: v {:i) Manage Users

T i System Date & Time
e lznez21217:30 = ED

02/06/22 12:17:39 & Policy Settings
Comments |
[ @ Application Settings
| Update Setings

Configuration of Client Company
Name, Header and Footer note in
case Audit Report is generated
from Application along with Logo
Upload and Date/Time Format
Settings.
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GROUP NAME  [Engineers

COMMENTS  [New group for engineers|

| Create Group
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@ Manage Users

Policy Settings

Create New User

["G Application Settings

Creation of New Group of Users.
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(B} Manage Groups

.:‘ Create New User

@ Manage Users

Policy Settings

E-!G Application Settings

Editing of Users, Change Password,
Deletion of Users through this Form.

Application Audit Report

Dreamsoft IT Solutions Pvt. Ltd.

Solution Without Limitation

[USER AUDIT TRAIL
Date Time User Name Log Event Comment
05/09/2019 14:44:08 admin [User Group HR added [New HR Group - create
date 05-09-2019
05/09/2019 14:44:21 admin |User Group Accounts added |New Accounts Group -
create date 05-09-2019
05/09/2019 14:45:08 admin User Group Sales added New Sales Group Create -
My Sales Department
05/09/2019 14:46:41 admin [User Hiren_demo added [New User Create
05/09/2019 14:47:03 admin [User Poonam1_demo deleted [no data required
05/09/2019 14:48:03 admin [Enforce Password History  [test - value 0
value successfully updated
from 10 to 0

If Application is saving User Audit
Entries then such Report can be
generated and if Siemens Win CC is
saving Audit Entries then Zelenka
Reporting Solution can be used to
create Audit Report.
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